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ABSTRACT
In this paper, we present an event-based Epidemic Intelli-
gence (EI) system framework leveraging social media data,
e.g., Twitter messages (or tweets) for providing public health
officials the necessary tools to survey and sift through rele-
vant information, namely, disease outbreak events. There
exists three main research challenges in gathering epidemic
intelligence from social media streams: 1) dynamic classifi-
cation to enable message filtering, 2) signal generation pro-
ducing reliable warnings based on observed term frequency
changes in the filtered messages, and 3) providing search
and recommendation functionalities to domain experts, for
better assessment of the potential outbreak threats associ-
ated with the generated signals. We outline possible ap-
proaches to solve these important challenges as well as dis-
cuss areas where further research is required. The aim of
this paper is to provide guidance for similar endeavors, and
to give prospective event-based Epidemic Intelligence system
builders a more realistic view on the benefits and issues of
social media stream analysis.

1. INTRODUCTION
Social media, e.g., Facebook or Twitter messages, are valu-

able sources for providing real-time information, such as,
status updates, opinions or news. Numerous real-time Web
applications increasingly use Twitter for tasks, such as, de-
tecting natural disaster [19], political persuasion [16, 20], or
present trends [15]. In the medical domain, it has been
shown that Twitter is capable of transmitting information
faster than traditional media channels [8, 14], thus giving
human experts a head start in dealing with health-related
information. To exploit this timeliness potential, we present
an event-based Epidemic Intelligence (EI) system, which has
emerged as a type of intelligence gathering aimed to detect
events of interest to the public health from unstructured text
on the Web. In our proposed EI system, we detect public
health events by mining and analyzing tweets; as well as pro-
vide support for public health officials to retrieve and explore
the signals of infectious disease outbreaks. Signals represent
a very dynamic type of information object, which are gen-
erated for each temporal anomaly found in time series data
that occur when an infectious disease or its impact is above
an expected level, for a particular time and place. Signals
are monitored by public health authorities and help them
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assess the need for action, in response to potential threat.
Note that, there are existing EI systems, such as, the Bio-
Caster Global Health Monitor1 or HealthMap 2. However,
they differ from our proposed system in the level of analysis,
information sources, language coverage and visualization.

Although numerous approaches successfully detect rele-
vant seasonal influenza outbreak events from Twitter [1, 5,
15], it seems that the challenges in building an EI system are
easily underestimated, especially when it comes to detecting
emerging (unseen or non-seasonal) health events from social
media streams. Inspired by the outcome of collaborations
conducted as part of the European research project Medical
Ecosystem: Personalized Event-based Surveillance 3, with
medical domain experts and epidemiologists, the aim of this
paper is to describe an EI system that is better targeted to-
wards the needs of real-world users to access public health
information. This includes describing three main challenges
associated with social media stream analysis systems, out-
lining possible approaches to handling such challenges and
pointing out issues where more research is needed in order
to achieve high-quality results coupled with wide-spread ac-
ceptance within the public health domain. Specifically, we
have identified the following core challenges in event detec-
tion on Twitter data streams:

• Adaptive Message Filtering. Although the detec-
tion for well-known, recurring events (e.g., influenza)
is mature, the detection of novel and aperiodic public
health events requires adaptive approaches which take
into account feature change over time, i.e., to enable
the identification of new relevant terms.

• Signal Generation from Noisy Data. Time series
data created from Twitter is usually noisy, incomplete
and sparse. Given the imperfect data, it is important to
consider measures for assessing the reliability of signals,
i.e., the extent to which we can actually trust signals
that have been generated for early warning.

• Threat Assessment Support. End users need as-
sistance to cope with the cognitive challenges of search
and exploration of outbreak signals. The effectiveness
of straight-forward approaches to retrieval and collab-
orative filtering can be unsatisfied, given the dynamics
of streaming data and the limited context of detected
signals as well as their corresponding tweets.

1http://biocaster.nii.ac.jp/
2http://www.healthmap.org/en/
3http://www.meco-project.eu/
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Figure 1: Event-based Epidemic Intelligence system.

2. SYSTEM OVERVIEW
The overview of our EI system is illustrated in Figure 1.

We gather tweets relevant for outbreak surveillance using of
multi-lingual list of terms consisting of not only infectious
disease names and pathogens, but also, their synonyms and
symptoms (provided by the experts).

The Supervised Message Classification module is re-
sponsible for filtering tweets irrelevant to the medical do-
main. Although existing works [4, 15, 18] have already ad-
dressed this problem in static settings. In this work, we
propose an adaptive feature change detection method as we
will discuss in more detail in Section 3.

In the Signal Generation module, signals (i.e., outbreak
warnings) are generated using time series data, as was done
in previous work [13], consisting of aggregated counts over
the common entity tuples of the relevant messages. In gen-
eral, input data used for anomaly detection is noisy (contain
spurious events), incomplete (under-reporting of an event
or using of acronyms and abbreviates not recognized) and
sparse (low aggregation counts). In Section 4 we consider
the impact these aspects for signal generation.

Even though successive stages of filtering are carried out
within each module, domain experts may still be faced with
potentially many signals and their associated tweets. There-
fore, these signals are presented to the user via the Support

for Threat Assessment module. In particular, we seek to
employ time-aware ranking and recommendation techniques
to tackle the problem of information overload (cf. Section 5).

3. CHALLENGE I: MESSAGE FILTERING
The online message classification continues to be a com-

plex and challenging task for long term surveillance and in-
telligence gathering, in general. One reason for this is that
given the evolution of real-world events, the variable to ob-
serve cannot always be known a priori. In EI, one such ex-
ample is in the detection of food-borne illness, in which the
contaminated food item is not known in advance.

Feature change detection. We need a way to: 1) dy-
namically detect when new and relevant terms in a stream
appear; and then 2) subsequently incorporate the tweets con-
taining these terms into the classification model.

Dynamic labeling. As new terminology evolves, the cri-
teria for defining relevant tweets is also changing. However,
expert labeling of classifier training instances is expensive
and in practice difficult to obtain, especially for the rate and
volume needed to build and maintain a good classifier.

Ambiguous and noisy data. When a tweet is matched
with the defined keywords, the tweet itself may not refer to a
public health event due to polysemy. For example, the term
“fever” being used to express excitement, e.g., Justin Bieber
Fever or Royal Wedding Fever. In addition, noise can be

caused by spurious events in which an entity is correctly de-
tected, but its role is not, namely: 1) “A two hour train jour-
ney, Love In the Time of Cholera.” or 2) “I liked a @YouTube
video http://youtu.be/... a Metallica, Megadeth, & Anthrax -
Helpless”. Both mention infectious diseases Cholera and An-
thrax, but their context is literature and music, respectively.

3.1 Proposed Approach
In order to capture aperiodic events with a high impact

on accuracy over time, we propose the use of a method that
takes into account that the natural language of the tweets
in the stream changes constantly in response to the temporal
dynamics of real-world events. Our dynamic classification
consists of two main steps: 1) incorporating the use of an
orthogonal vector, which is learned by a Support Vector Ma-
chine (SVM), as a description of the feature change; and
2) computing a novelty score that lets the system identify
those tweets that contribute to the feature change, so that
their true labels can be obtained. In this paper, we only fo-
cus on text-based analysis of Twitter messages. We plan to
investigate the use of Web resources shared in social media,
e.g., posted images and videos, as future work.

3.2 Implications
Identifying non-relevant tweets is difficult for multiple rea-

sons. For example, automatically filtering a sarcastic and
metaphoric tweets correctly is hard for limited context and
remains to be tackled with this domain. Feature change de-
tection should be able to identify new (entity and non-entity)
keywords in the Twitter stream that are related to outbreaks
of infectious diseases. These keywords could be used for au-
tomatically updating the list of search term that is used to
collect the tweets. Consideration will also be given to when
these newly discovered terms should be subject to decay. To
this end, we plan to increase the scale of the analysis to
include: the classification of more symptoms as well as pol-
ysemy terms for diseases. To get a better understanding of
the impact of detected feature change on the classification
accuracy, a larger set of expert labeled tweets for experimen-
tation would be useful to further improve the significance of
the results. Nonetheless, doing so, would still not address
the need to experts to re-label each time feature change was
detected and in practice, the overhead of such a task is too
expensive and not timely enough.

4. CHALLENGE II: SIGNAL GENERATION
Health-related tweets obtained from the previous stage will

be leveraged in order to generate an early warning signal (so-
called signal generation). Signals represent each temporal
anomaly found in time series data occurring when the impact
of an infectious disease is above an expected level, and it is
a difficult task because of the following challenges:

Incompleteness and sparsity of data. This implies
that instances of an event are missing or under-reported.
This may occur due to: 1) the presence of processing errors
- an acronyms or abbreviations not recognized as medical
conditions; 2) the fact that people who are actually suffer-
ing do not tweet; 3) the tweets which contain these mentions
have not been collected by the system, i.e., based on the im-
balance between the type of tweets collected (e.g., personal
versus news tweets); and 4) the minimum required entity
types are not present. Sparse time series data refers specif-
ically to low aggregation counts, which impact the anomaly
detection algorithm.



Temporal and spatial dynamics of diseases. The char-
acteristics of infectious diseases are highly dynamic in time
and space, and their behavior varies greatly among differ-
ent regions and the time periods of the year. Some infec-
tious diseases can be rare or aperiodic, while others occur
more periodically. In addition, various diseases have dif-
ferent transmission rates and levels of prevalence within a
region. For example, cholera infections vary greatly in fre-
quency, severity, and duration. On the one hand, in some
regions historically, only sporadic outbreaks occur in areas,
such as, parts of South America and Africa. On the other
hand, even in areas where cholera infections are endemic (the
South Asian countries of Bangladesh and India) the epidemic
levels change dramatically from one year to the next [9].

Given imperfect time series, we need to know the extent
to which we can actually trust signals that have been gen-
erated for early warning. To this end, we aim at answering
the question: Are there ideal algorithms and/or parameter
settings for signal generation using Twitter?

4.1 Proposed Approach
Studying the usefulness of Twitter data in the medical do-

main requires real-world outbreak statistics. We previously
built outbreak ground truths (historical baselines) by relying
upon ProMED-mail4, a global reporting system providing
information about outbreaks of infectious diseases. We col-
lected 3,056 ProMED-mail reports and identified 14 different
outbreaks occurring during year 2011 as ground truths [12].
An important aspect of our work is that we consider the du-
ration of each outbreak by analyzing temporal expressions
mentioned in a ProMED-mail document, unlike aforemen-
tioned work [3] that assumes the publication date of a doc-
ument as the estimated relevant time of an outbreak. The
reason is that the events in ProMED-mail undergo modera-
tion, so there is often a delay between the time of the actual
outbreak and the publication date of the related report.

A basic approach to detect anomaly in health-related time
series data is to exploit different state-of-the-art biosurveil-
lance algorithms [2, 10]. These algorithms are already widely
used in the existing Biosurveillance systems, so they can be
used for assessing the reliability of signals from the perspec-
tive of the domain experts. The metrics used to assess gen-
erated signals are sensitivity, predictive positive value and
F-measure. Sensitivity refers to the proportion of true sig-
nals correctly detected by a surveillance algorithm.

In our recent work [11], we sought a new feature by moving
beyond using only keywords/medical conditions. We pro-
posed to analyze the diversity metrics of tweets over time,
so-called temporal diversity. The diversity statistics can cap-
ture a broad spectrum of topics, communities and knowl-
edge that are evolving over time. In particular, analyzing
temporal diversity can shed light on two aspects. First, an
increase of content diversity over time indicates that a com-
munity is broadening its area of interest. Second, negative
peaks in diversity can additionally reveal a temporary focus
on specific events. To address an efficiency issue, we em-
ployed an algorithm based on sampling [6]. We performed
a correlation analysis of the temporal diversity of 14 real-
world events with their estimated event magnitudes during
the known outbreak periods. Our analysis showed that cor-
relation results are varied greatly among outbreaks reflecting
the characteristics (severity and duration) of outbreaks.

4http://www.promedmail.org

4.2 Implications
As we aimed at detecting outbreak events for general dis-

eases that are not only seasonal, but also sporadic diseases
that occur in low tweet-density regions, some difficulties in
constructing the outbreak ground truth still remain, which
resulted in a dataset that was limited in terms of the number
of outbreaks and their diversity. Particularly, the smaller the
number of outbreaks we analyzed, the harder it was to gener-
alize our solution. The process of creating the ground truth
for disease outbreaks requires information extraction tech-
niques, namely, different NLP tools for extracting relevant
information. Unfortunately, the accuracy of such tools are
not nearly 100%, which has a severe impact to the coverage
(number) and quality of outbreak ground truth found. For
example, place names are ambiguous and can be wrongly de-
termined as the country of an outbreak as illustrated in this
sentence The Uganda Virus Research confirms Ebola virus
Sudan species. In addition, the accuracy of information ex-
traction techniques as well as the noisiness of ProMED-mail
data have also limited the coverage and quality of ground
truth. For instance, there are many near-duplicate reports
of outbreaks and many of irrelevant reports related to dis-
ease vaccines instead of outbreaks. Moreover, a report on
historical statistics of a disease outbreak is irrelevant infor-
mation, which should be carefully excluded from the ground
truth. Similar to information about updates on an outbreak
situation that must be avoided.

5. CHALLENGE III: SUPPORTING THREAT
ASSESSMENT

For detected events, public health experts participating in
its investigation face the overwhelming task of analyzing the
large number of tweets associated to the corresponding sig-
nals [21]. The real-time nature of Twitter, on the one hand
makes it attractive for public health surveillance; yet, on the
other, the volume of tweets also makes it harder to: 1) cap-
ture the information transmitted, 2) compute sophisticated
models on large pieces of the input, and 3) store the input
data, which can be significantly larger than the algorithm’s
available memory [17].

5.1 Proposed Approach
To reduce this information overload and support the task

of threat assessment, we explored to what extent recom-
mender systems techniques can help to filter information
items according to the experts’ context and preferences. Our
previous work [7] has shown the effectiveness of Personalized
Tweet Ranking for Epidemic Intelligence for a case study
of the 2011 EHEC outbreak in Germany. In particular, we
focused on a personalized learning to rank approach that
ultimately offers the user the most relevant and attractive
tweets to support the task within her/his context. Our ap-
proach extended a learning to rank framework by consider-
ing a personalized setting that exploits a user’s individual
context. We considered such context as implicit criteria for
selecting tweets of potential relevance, and guiding the rec-
ommendation process. We used the terms in the expanded
context that correspond to medical conditions, locations or
complementary context (that corresponds to the set of nouns,
which are neither locations nor medical conditions) in order
to to build a set of tweets by querying our collection. This
step helped us to filter irrelevant tweets. Next, we elicited
judgments from experts on a subset of the tweets retrieved in
order to build a ranking function model. We then obtained
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for each labeled tweet, a feature vector that help us to train
our personalized ranking model. Finally, we applied a learn-
ing to rank algorithm to obtain the ranking function for the
given user context.

In addition to the personalized learning to rank approach,
we present the first prototype for support search and retrieval
of signals. We envision the functionality of signal-based re-
trieval, that is, returning signals as results of a given query
instead of only documents. Once the desired signals are ob-
tained, the user is able to access the original tweets associated
to each of them. Having signals as basic unit of information
allows us to perform a focused indexing of only the tweets rel-
evant to a particular signal. Figure 2 shows the user interface
along with a brief description of its main panels. A possible
solution is to implement a ranking model that: (1) extends
a learning to rank framework by considering a personalized
setting that exploits a user’s individual context ; (2) answers
user’s query by providing a list of relevant tweets ordered
from newest to oldest, starting from the time the query was
issued. When selecting tweets to include in the list, systems
should favor both the relevance and recency of tweets.

5.2 Implications
However, the current load of experts in assessing these sig-

nals can be reduced significantly by employing personalized
ranking techniques. Given that experts’ interactions and ex-
plicit feedback are scarce in EI systems, the application of
standard recommender system algorithms is not straightfor-
ward making it harder to build effective models for ranking
or recommendation. By exploiting complementary context
information, extracted from the social hash-tagging, and the
latent topics discovered within the tweets, an effective rank-
ing mechanism for messages associated with signals can be
achieved. As a plan for future work, supporting temporal
analytics for public health events will bring EI systems a big
step forward, and also can provide useful guidance for other
systems based on using social media data.
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